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Kerberoasting Excessive SPN Requests seen when domain user login to
system manager

Applies to
ONTAP 9.9.1P9+

Issue

• When domain user login to system manager using domain tunnel, event ID 4769 reported for that user
multiple times in DC.

• Event ID 4769 is a security log event that records when a user requests a service ticket from a Domain
Controller.

• As multiple events(more than 20 events in 5 minutes) reported from same user at a time, Kerberoasting
detection happens in DC.

'NetApp provides no representations or warranties regarding the accuracy or reliability or serviceability of any information or recommendations
provided in this publication or with respect to any results that may be obtained by the use of the information or observance of any recommendations
provided herein. The information in this document is distributed AS IS and the use of this information or the implementation of any recommendations or
techniques herein is a customers responsibility and depends on the customers ability to evaluate and integrate them into the customers operational
environment. This document and the information contained herein may be used solely in connection with the NetApp products discussed in this
document.'
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