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Why are we receiving mimikatz cyber security alerts using Snapmirror

https://kb-stage.netapp.com/on-prem/ontap/DP/SnapMirror/SnapMirror-KBs/Why_are_we_receiving_mi..
Updated: Wed, 24 Jun 2026 06:07:04 GMT

Applies to

+ ONTAP OS
* Snapmirror

« Kerberos

Answer

NetAppsCyber Security Team has never taken a report of malware that runs on ONTAP. There is a Microsoft
Utility that flagged a customer's ONTAP system as possible Mimikatz, apparently due to the use of Kerberos.
This report was not focused on Snapmirror ports, and it was inaccurate.
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Additional Information

Our Cyber Security Team has never taken a report of malware that runs on ONTAP. If such a malware existed, it
would require manual installation on a ONTAP node by someone authorized as an admin. | f such a malware
existed, it would require manual installation on a ONTAP node by someone authorized as an admin
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